NHOOPMAIIMOHHASA TAMATKA
JJIAA OBYYAIOIUXCA

C KaXIIbIM TOJIOM MOJIOAC)KH B UHTEPHETE CTAHOBUTHCS OOJIBIIE, a IIIKOJIBHUKUA OJTHU U3
CaMbIX aKTUBHBIX IToib30BaTenedl PyHera. Mexay TeM, NOMHUMO OTPOMHOIO KOJWYECTBA
BO3MOKHOCTEH, HHTEPHET HECET W MpOOJIeMbl. DTa MaMsTKa J0HKHA MOMOYh TeOe 0e30MmacHo
HaXOJUTHCS B CETH.

Komnbrorepabie BUpPyChbl

KoMnbroTepHslii  BUpPYC - 3TO  Pa3HOBUJIHOCTb  KOMIIBIOTEPHBIX  IIPOTpaMM,
OTJIMYUTENBHOH OCOOCHHOCTBIO KOTOPOH SBJISIETCS CIIOCOOHOCTh K pa3MHOXeHHI0. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEIUTh WM MOJHOCTHIO YHUUYTOXUTH BCE (ailibl U
JTaHHbIE, MOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOPOro ObLIa 3alyllleHa 3apa)KeHHas
IIporpamMma, a TaKXe IMOBPEIUTh WIH AaKe YHUUYTOXHUTh OIEPALMOHHYIO CHCTEMY CO BCEMH
daitnamu B 1esioM. B 601bIIMHCTBE CllyyaeB pacpOCTPAHAIOTCS BUPYChI Uepe3 HHTEPHET.

Mertoap! 3aIIUTHI OT BPEJOHOCHBIX IIPOIPAMM:

1. Mcnonp3yil COBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, UMEIOLIUE CEPHE3HBI YPOBEHb
3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. TlocrosiHHO ycTaHaBiaMBail madytu (UUQPOBBIE 3aIUIATKH, KOTOPbIE ABTOMATHYECKU
YCTAHABJIMBAIOTCS C IENbI0 JOpabOTKM TpOTpaMMbl) W Apyrue OOHOBJICHHS CBOEH
ornepannoHHOM cuctembl. CkaunBail UX TOJBKO ¢ opUIMAIbHOrO caifta padpadbotunka OC. Eciu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKJIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIIbIOTEpE I10J1 IIpaBaMH I0JIb30BaTells, a HE aJAMUHUCTPATOPA.
OTO HEe MO03BOJMUT OOJNBIIMHCTBY BPEIOHOCHBIX IPOTrpaMM HWHCTAUIMPOBATHCSI HA TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE NPOTPAMMHBIE MPOJAYKTHI W3BECTHBIX IMPOU3BOAMTENEH, C
aBTOMaTHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub pU3NUECKUM JOCTYN K KOMIBIOTEPY [l IOCTOPOHHUX JIMIL;

6. Vcnonp3yii BHELTHHE HOCUTENN MHPOPMALIUH, TaKue Kak ¢uielika, TUCK Wi (ailn u3
WHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBail KoMmblOTEepHbIE (hailsibl, TOTYYEHHbIE U3 HEHAJIEKHBIX HCTOYHHKOB.
Jlaxxe Te Qailsibl, KOTOpbIe MpHUCIad TBOW 3HaKOMBIN. JIydille yToYHHM y HEro, OTHpaBisiil JU OH
TeOe ux.

Cetu WI-FI

Wi-Fi - 310 He Buj nepenaun JaHHBIX, HE TEXHOJIOTHs, a BCEro JHIIb OpeH 1, Mapka. Eie
B 1991 rogy Huzaepnanjckas kommnanusi 3apeructpuponania opena "WECA", yto o6o3Hayaio
cioBocouetanue "Wireless Fidelity", koTopblil nmepeBoauTcst Kak "GecripoBOAHAs TOYHOCTD'".

Jlo Hamero BpemMeHH Jomnia apyras aOOpeBHaTypa, KOTOpas SIBISIETCS TaKOH Ke
TexHosorueit. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAAPT
BbIcIIel 3ByKoBoOM TexHuku Hi-Fi, uTo B nepeBojie 03HauaeT "BbICOKasi TOYHOCTH".

Ja, OecrulaTHBI MHTEPHET-IOCTYI B Kade, OTeNsIX M a’poropTax SBISETCS OTIUYHOM
BO3MOXXHOCTBIO BBIXOJ/Ia B MHTEpHET. Ho MHOTHE AKCIIepTHl CYMTAIOT, 9YTO 00menocTymabie Wi-
Fi cetu He aBnstoTCs 6€30MaCHBIMU.

CoBeTsl 110 0€30MacHOCTH paboThI B 00IEI0CTYTHBIX ceTsax Wi-fi:

1. He mepemaBaii cBoro nuuHyro uH(popManui uvepe3 odOmenoctymabie Wi-Fi certu.
PaboTast B HUX, jKeaTelbHO HEe BBOAUTH ITAPOJH JOCTYIA, JOTHHBI U KaKHe-TO HOMepa;

2. Ucnonb3yii 1 OOHOBIIANM aHTHUBHPYCHBIE MpOrpaMMbl U OpanaMayep. Tem cambIM Th
obe3omacuiib ce0s OT 3aKa4YKU BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu wucnonb3oBanun Wi-Fi orkmoun ¢yskmmio "OOmmii poctynm k Qaiinam u



npuntepam". JlaHHas (yHKIMS 3aKphITa 110 YMOJYaHHUIO, OJHAKO HEKOTOPHIE I0JIb30BaTENN
aKTHUBUPYIOT €€ JIs yI00CTBA MCIIOJIb30BaHUs B paboTe WK yueoe;

4. He ucnons3yii nyommunsiii WI-FI mis mepenaun JUUYHBIX JaHHBIX, HApUMEp JUISA
BBIXO/Ia B COIMAJIbHBIE CETU WU B AJIEKTPOHHYIO MIOUTY;

5. Hcnonp3yil Tonbko 3amunieHHoe coequHenue yepes HTTPS, a e HTTP, t.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B wmoOuwnbHOM Tenedone otkimoun ¢ynkuuto "Tlogxmoyenne k- Wi-Fi
aBToMatuyecku". He momyckaii aBTOMaTH4eCcKoro MoAKIOYEHUs YCTporcTBa K ceTsam Wi-Fi 6e3
TBOETO COIJIacHsl.

COIII/Ia.]'[I:HbIe CEeTH

ConuanbHble CETH aKTMBHO BXOJST B Hallly *H3Hb, MHOTHUE JIIOJU pa0dOTAIOT U KUBYT
TaM MOCTOsIHHO, a B Facebook yxe 3apeructpupoBan MUIUIMAPA YEJIOBEK, YTO SIBISETCS OJHOU
CeIbMOW BCEX JKUTENEH IJIaHeThl. MHOTHE MOJB30BATEIM HE MOHUMAIOT, YTO HWH(pOpMAIHS,
pa3MeIeHHas UMU B COIMANIbHBIX CETAX, MOXKET ObITh HalJleHa U MCIOJIb30BaHA KEM YrOJHO, B
TOM YHCIIE HE 0053aTEIbHO ¢ OJIarMMU HAMEPEHUSIMH.

OcHOBHBIE COBETHI 110 6€30MACHOCTH B COIIMANIBHBIX CETSIX:

1. Orpannup cnucok napy3eil. ¥ 1e0s B Apy3bsiX HE JODKHO OBbITh CIy4yailHBIX U
HE3HAKOMBIX JIHOJIEH;

2. 3ammiaii CBOIO YAacTHYIO JXKM3Hb. He yka3biBail mapoiu, TenedoHbI, aapeca, IaTy
TBOETO POXKIEHUS M IPYTYIO JHUHYI0 HHPOPMAIHUIO. 3JI0YMBIIUIEHHUKH MOTYT HCIOJB30BaTh
Jake HH(POPMAIUIO O TOM, KaK Thl U TBOU POAUTEINHN TUIAHUPYETE MPOBECTH KAaHHUKYIIHI,

3. Bammiai cBOO penyTaluio - IePKU €€ B UMCTOTE U 3aJaBail cebe BOIPOC: XOTel Obl
TBI, YTOOBI IPYTHe TOJIH30BATENN BUACIH, YTO ThI 3arpyxaems? [lomgymaii, mpexiae 4em 4To-To
OIMyOJIMKOBATh, HAMKCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOPUIIIB C JIFOABMH, KOTOPBIX HE 3HACIlb, HE HCIIONIb3YH CBOE peabHOE UM
U JIpYTYIO JINYHYIO MH(OPMAIK: UM, MECTO KHUTEIbCTBA, MECTO yUeObl U IIpOUee;

5. U36eraii pazmemienus ¢ortorpaduii B uTepHeTe, rae Thl H300paXkeH Ha MECTHOCTH,
10 KOTOPOM MOYKHO OIIPEAEIIUTh TBOE MECTOIIOJIOKEHUE;

6. Ilpu peructpanuu B cOUaNbHON CETH HEOOXOAMMO HCIOIb30BaTh CIOKHBIE MAPOJIH,
cocrosuIre u3 OykB U IM(pP U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;

7. JAnst conuanbHOM CETH, TOYTHl U IPYTUX CAaWTOB HEOOXOIUMO HCIOJIb30BATh Pa3HbBIC
naposu. Toraa ecnu Te0s B3JIOMAIOT, TO 3J0YMBIIUIEHHUKN MOIy4YaT JOCTYIl TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHbBbIE IEeHbI'H

ONEKTPOHHBIE JIEHbI'H - 3TO OY€Hb YMOOHBIM croco0 MmiaTexel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

DONEeKTPOHHBIE JIEHbI'W MOSBUJIMCH COBCEM HENAaBHO M MMEHHO H3-3a 3TOT0 BO MHOTHX
rocy/apcTBax 0 CUX IOP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHMPYIOT W O HHX YXKe IPOMHCAHO B 3aKOHE, IJle HUX
pa3feNsaloT Ha HECKOJIBKO BHMJIOB - aHOHMMHBIE M HE aHOHMMHbIE. PasHMIla B TOM, 4TO
AQHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaercs MPOBOJUTH orepanuu 0e3 HIeHTU(UKALUN
M0JIb30BATENs, @ B HEAHOHUMHBIX WACHTU(DUKAIMS [TOJIb30BATENS SIBIISETCS 0043aTeNbHOM.

Takxe cienyer paznuyarh 3JEKTPOHHbIE (UaTHbIE NEHBI'M (PaBHBI TOCYJAapPCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIE He(hUaTHBIE IEHBIU (HE paBHBI TOCYJAapCTBEHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 110 6€30MaCHOI paboTe C IIEKTPOHHBIMU J€HbIaMU:

1. ITpuBsku K cuety MOOMIIBHBIN TenedoH. DTO caMblif yAOOHBINH U OBICTPHI croco0
BOCCTAHOBUTH JOCTYHn K cdyery. llpuBsizaHHBIA TenedOH TOMOXKET, €clii 3a0yaemb CBOU
IIJIATEKHBIN [1apOJIb UIIU 3alIe1Ib HA CAaUT C HE3HAKOMOI'O YCTPOMCTBA;



2. Ucnionb3y#t ogHOpa3oBble mapouu. Ilocie nepexosa Ha yCHICHHYIO aBTOPH3AIHIO Tebe
yke He OyeT yrpoKaTh OMAaCHOCTh KPa)KHl HJIM NiepexBaTa IIaTeKHOTO apoJis;

3. BwiOepu crnoxsblii maponb. [IpecTymHukam OyaeT HE MPOCTO yraaaTh CIOMXKHBIN
napoJib. HajgexHsle maposu - 370 napoiu, KOTOPbIE COepkKaT HE MEHEee 8 3HAKOB U BKIIFOYAIOT B
ce0si CTpOYHbIE M MPOMHCHBIE OYKBBI, HU(PPHI U HECKOJIBKO CHMBOJIOB, TAKME KaK 3HAK JI0JUIapa,
¢dbyHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE J10BEPSIEILb.

3.]'[eKTp0HHaH modurTa

DJIEKTPOHHAs TIOYTa - 3TO TEXHOJIOTHS U MPEIOCTABIsIEMbIE €10 YCIYTU O MEPEChUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOIIEHUI, KOTOpbIE PACHpPENeNaOTCsI B KOMIIBIOTEPHON CETH.
O6b1uHO 3JIEKTPOHHBIN MMOYTOBBII SIIMK BBITJISL AT CHEAYIOLIUM obpa3om:
UMs_TIOJIb30BaTeNIA(@UMs_JoMeHa. Takke KpoMme Tepeladyd MpPOCTOro TEeKCTa, HMeeTCs
BO3MOXKHOCTb TIepeaBaTh (paiiiibl.

OcHOBHBIE COBETHI 110 06€30MAacHOI paboTe C MEKTPOHHOM MOYTOI:

1. Hamo BbIOpaTh mpaBUIIBHBIN MMOYTOBBIN cepBHC. B MHTEpHETE €CTh OIPOMHBIN BHIOOD
OecIIaTHBIX MOYTOBBIX CEPBHUCOB, OJJHAKO JIyUIlle TOBEPATH TE€M, KOTO 3HACUIb M KTO MEPBHIN B
peuTHHre;

2. He yka3piBaii B JIUYHOW mouTe JW4YHYI uH(popMaiuio. Hanpumep, dyunie BbIOpaTh
"My3bIKanbHBIN _(aHaT@" nan "pokx2013" Bmecto "Temal3";

3. Mcnionb3yil IBYX3TAHYI0 aBTOPU3ALMIO. JTO KOrJa IOMUMO Napojsl HYy’KHO BBOJUTH
KO/, IpUChIIaeMbIi 1o SMS;

4. BpiOepu cnoXHBIM mapoib. s KaKIOro MOYTOBOTO SIIMKA JOJDKEH OBITH CBOM
HaJ€KHbIM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXKHOCTh HAaIlMCaTh CAMOMY CBOW JIMYHBINA BOIIPOC, MCIOJB3YH 3Ty
BO3MOHOCTb;

6. HMcnonp3yll HECKOJNBKO IMOYTOBBIX AIIMKOB. [lepBbIN JUisi 4acTHOW MEPENnUCKH C
aZpecatamMu, KOTOPBIM ThI JIOBEpsCIIb. DTO 3JEKTPOHHBIM aJpec HE HaJI0 MCIOJIh30BaTh MPHU
peructpanuu Ha Gopymax U caTax;

7. He oTkpsiBail ¢aitiibl U Apyrue BIIOKEHUS B MUCHbMaxX, JaXKe €CIU OHHM MPUIUIH OT
TBOUX Jpy3ei. Jlydile yTouHu y HUX, OTIPABISUIH U OHU TeOe 3TH (aiiisbr;

8. [locie okoHYaHUs paOOTHI HA TTOYTOBOM CEPBUCE MEPE/T 3aKPHITHEM BKIIAJIKH C CATOM
He 3a0y/p HakaTh Ha "BeriiT".

Ku0epOyJNIMHT MK BUPTYaJIbHOE H3/1eBATEJIHLCTBO

KubepOynmauHr - mpecieloBaHHe COOOIICHUSMH, COJEpXKAIlUMH  OCKOpOJIeHMUS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COLUAIbHOE OOMKOTHPOBAHHME C TIOMOIIBIO PA3TMYHBIX
MHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 60PHOE ¢ KUOEPOYIITMHIOM:

1. He Opocaiics B 60i. Jlydmuii crioco0: MOCOBETOBATHCS Kak ceOsl BECTH U, €CIIH HET
TOT0, K KOMY MOXHO OOpaTUThCS, TO BHaudaje YCHOKOWTHbCS. Eciau Thl HayHelIb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle 0OJIbIle pa30XiKellb KOH(IUKT;

2. Yopasnsaii cBoeil kubeppernyranuei;

3. AHOHUMHOCTH B ceTH MHHMMas. CylIecTBYIOT CHOCOOBI BBIICHUTb, KTO CTOUT 32
AQHOHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIUTaHCKUIM 00pa3 BUPTyanbHOH ku3HU. HTEpHET QUKCHpyeT Bce
TBOM JIEUCTBHUSA U COXPAHSAET UX. Y AANUTh UX OyAeT KpallHe 3aTpyAHUTEILHO;

5. Cobmtosiait CBOIO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupy#t enuHudHbIN HeraTuB. OHOPA30BhIE OCKOPOUTEIIbHBIC COOOIICHHS JTyUIIe
UTHOpUPOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOW CTaIuH;



7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMH, B COIIMAIbHBIX
CETSIX €CTh BO3MOKHOCTb OJIOKMPOBKHU OTIIPABKU COOOIICHUM C ONPEIETICHHBIX aJ[PECOB;

8. Ecmm TBI cBuumerenp kuOepOyiumHra. TBOM ACWCTBHS: BBICTYNUTH IPOTUB
IpecieioBaTensl, MOoKa3aTb €My, 4TO €ro JACHCTBUS OLEHUBAKOTCS HEraTHMBHO, IMOJAEPKATh
KEPTBY, KOTOPOM HYKHA IICHXOJOTHYECKass TIOMOIIb, COOOIIUTh B3POCHBIM O (hakTe
arpecCUBHOIrO MOBEJICHUS B CETH.

MoOnbHbIi Tes1e()oH

CoBpeMeHHble cMapT()OHBl M IJIAHIIETHl COAEPKAaT B cebe BIIOJIHE B3POCIBIH
(GyHKIMOHAT, M Temeph OHM MOTYT KOHKYpHUpPOBAaTh CO CTal[MOHAPHBIMU KOMITBIOTEPAMHU.
OpHako, CpeACTB 3aIUTHI JUIsl HOJOOHBIX YCTPOICTB MOKa O4eHb Majo. TecTupoBaHHE M IOUCK
yS3BUMOCTEM B HUX IIPOMCXOAUT HE TaKk MHTEHCHBHO, Kak miA IIK, To xe camoe kacaercsa u
MOOMJIBHBIX NPHIIOKEHHH.

CoBpemeHHble MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH JTOTHAIM HACTOJIbHBIE aHAJIOIH,
OJIHAaKO paciiupeHue (yHKIHMOHajla Bje4yeT 3a co0O0W OOJBIIYIO CJIOXKHOCTh M MEHBIIYIO
3aIIUIICHHOCTD.

Jlaneko He Bce MPOM3BOJUTENM BBITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIINE KPUTHUECKUE
YS3BUMOCTH JUJISL CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI AJ1s1 0€3011aCHOCTH MOOMIIBHOTO TelledoHa:

Hudero He siBisiercst mo-HacTosimeMy OecruiaTHBIM. Byns ocTopokeH, Beap Korga tede
npeiaratoT 6eCIUIaTHbI KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KAKME-TO IUIaTHBIE YCIIYTH;

Hymaii, mpexnae yem ormnpaButb SMS, ¢oTo mimm Buzaeo. Tel TOYHO 3HAENIb, TAC OHH
OyAyT B KOHEYHOM UTOTE?

Heo6xo0a1Mo 0OHOBIISTE ONEPAlMOHHYIO CHCTEMY TBOETO CMapT(hOHa,;

Hcnonb3yit aHTUBUPYCHBIE TPOrpaMMBbI JIIsI MOOUJIBHBIX TeJE(OHOB;

He 3arpyxail npuIoXkeHuss OT HEU3BECTHOTO MCTOYHMKA, BEJIb OHU MOIYT COJAEpkKaThb
BPEIOHOCHOE ITPOrPaMMHOE 00ECIIEUEHHE;

[Tocne Toro kak Thl BbIHJENIb C caiiTa, TJl€ BBOJAWI JIMYHYIO MHGOpMAlMIO, 3aiiau B
HacTpolku Opaysepa u yaanu cookies;

Ilepnonnuecku npoBepsii, KAKUe IUIATHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBoif HOMEep MOOMIIBHOTO Tesle(hOHA TOJIBKO JIOASM, KOTOPBIX Thl 3HACLIb U KOMY
JIOBEPSICIIIb;

Bluetooth nomxeH ObITh BBIKIIIOUEH, KOT/Ia Thl UM HE Mojb3yelibes. He 3a0biBail nHOTAA
IIPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJANMH-UTPBl - O3TO KPAacOYHbIE, 3aXBATHIBAIOLIUE pa3BICUCHUS,
00BEeIMHSIONINE COTHU THICSY YEJIOBEK MO BCeMy MHUpY. MIpoKu MCCIeAyIOT AaHHBIA UM MUD,
0O0IIal0TCs IPYT € APYrOM, BBIIOJHSIOT 3a/laHUs, CPAXKAKOTCSI ¢ MOHCTPAMH M MOJYYarOT OIBIT.
3a yJOBOJILCTBHE OHHU IUIATAT: MOKYMAIOT JIUCK, OIJIAYMBAIOT a0OHEMEHT WJIM MpHOOpeTaroT
KaKHe-TO OMIUH.

Bce »tm cpenctBa MIyT Ha MOAAEP)KAHME M PAa3BUTUE WIPHI, a TAKXKE Ha caMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbl AaBTOPHU3AI[MHM, BBIMYCKAIOTCS HOBBIE NaT4u
(un¢poBbIe 3aIIATKU AJISE IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nonoOHBIX urpax CTOUT oOmacaThCs HE CTOJBKO CBOMX CONEPHHUKOB, CKOJBKO KpaxXH
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3AIMK OOJIBIIMHCTBA UTD.

OCHOBHBIE COBETHI II0 OE30MACHOCTH TBOETO UTPOBOT'0 AKKAYHTA:

1. Ecniu npyroit urpok BeieT ce0s MI0X0 UM CO3/1aeT TeOe HeNPUSTHOCTH, 3a0J0KUpYyH
€ro B CIIUCKE UTPOKOB;

2. lloxamylics aaMHMHHCTpaTOpaM WIPbl Ha IIJIOXO€ IIOBEIEHHUE 3TOr0 MIPOKa,



JKeNaTeJIbHO MPUJIOKUTh KaKUEe-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;
3. He yka3wiBaii muunyro uHdopmalmio B mpodaiiie urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;
5. He ycTanaBnuBaii Heo(uIMagbHbIE TATYH U MOJIBI,
6. Mcnonp3yil cli0KHbIE U pa3HbIe M1apOJIH;
7. Jlaxke BO BpeMsi UIpbl HE CTOUT OTKJIOYaTh aHTUBUpPYC. Iloka Thl urpaemib, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIUHT WA Kpaka JUIHBIX JaHHbIX

OObIuHOM Kpaxel JeHer W JOKYMEHTOB CETOJHsS YXE€ HHUKOrO HE YAMBUIIb, HO C
pa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBIIUICHHUKH TEPEMECTHJINCh B HHTEpPHET, U
IPOIOJDKAIOT 3aHUMAThCA "MIOOMMBIM" 1€7I0M.

Tak mosiBUJIach HOBas yrpo3a: MHTEPHET-MOILIEHHUYECTBA WM (UIIMHT, IJIaBHAS LENb
KOTOPOTO COCTOUT B TOJNYYEHUU KOHQPHUICHIMAIHHBIX JAHHBIX TOJH30BATEIICH - JIOTHHOB WU
naposeil. Ha anrnumiickom si3bike phishing untaercs kak ¢ummHr (ot fishing - peiOHas 0B,
password - mapoJs).

OcHOBHBIE COBETHI 110 60PHOE ¢ QUITHHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnum ThI mojo3peBaelib, 4TO TBOs aHKETa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOIINTh aAMHUHHUCTPATOpaM pecypca 00 3TOM
KaK MOXHO CKOpEe;

2. Vcnonw3yii 6e30macHble BeO-CaliThl, B TOM YHCIIE, HHTEPHET-Mara3uHoOB U MOMCKOBBIX
CUCTEM;

3. Ucnonp3yii cioxHble U pa3Hble mapoiu. Takum oOpa3om, eciu TeOs B3IOMAIOT, TO
3JIOYMBIIIJICHHUKH TIOTy4aT JOCTYH TOJIBKO K OJJHOMY TBOEMY IMPOQIITIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3OMalH, TO HE0OOX0UMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
00aBJIEHBI Y T€OSI B PY3bAX, O TOM, YTO T€Os B3JIOMAJIM M, BO3MOXKHO, OT TBOETO UMEHH OyJeT
pacchuIaThCs CllaM M CCHUIKU Ha (PUITMHTOBBIE CAlTHI;

5. YcranoBu HazaexHbli napois (PIN) Ha MoOuIbHBIN TenedoH;

6. OTKII0YM coXpaHEHHe Mapos B Opaysepe;

7. He oTkpwiBail Qaitibl U Apyrue BIOKEHUS B MUCHbMaxX, Jake €CIU OHHM MPHUIUIH OT
TBOUX Jpy3ei. Jlydie yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TH (haiIbl.

Hudposas penyranus

[udposas penmyranus - 3TO HETaTHUBHAs WM MO3UTUBHAs MHPOpMALUs B CeTH O Tebe.
Komnpomerupytomas unpopmaius, pa3MelieHHas B UHTEPHETE, MOKET CEpPbEe3HbIM 00pa3oM
OTpa3uTbcs Ha TBOEW peanbHOW ku3HU. "Lludposas pemyramus” - 3T0 TBOH UMUK, KOTOPBIHA
dbopmupyercs u3 uHbopMauu o Tede B UHTEPHETE.

TBoe MecTo JKUTENbCTBA, yueObl, TBOE (PHUHAHCOBOE MOJIOKEHHE, 0COOEHHOCTH XapakTepa
U paccKasbl 0 OJM3KUX - BCE ATO HAKAILJIMBAETCS B CETH.

MHorue moJpoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOIMKalUU JTUYHON HMH(OpMaIuu B
WHTepHeTe, HE TOHMMAas BO3MOKHBIX MOCIAEACTBUN. ThI 1ake HE CMOXKEIIb J0raJaTbCsi O TOM,
4To (poTorpadus, pazmelieHHas S5 JeT Ha3ald, cTajla IPUUYNHON 0TKa3a MPUHATH Te0s Ha paboTy.

KommenTapuu, pasmemienue TBoux ¢otorpaduil U JApyrue JAeWCTBUS MOTYT HE
UCYE3HYTh JaXK€ IOCJIE€ TOro, Kak Tbl UX YyJaJIWIb. Tl HE 3Haellb, KTO COXpPaHUI 3Ty
uH(pOpMalLlKIO, TTONaJIa U OHAa B MOMCKOBBIE CUCTEMBI M COXPAaHUJIACh JIU OHA, a IJIAaBHOE: YTO
HNOIYMAIOT 0 TeOe OKpY:)KaIoIUe JII0U, KOTOpble HalAyT U yBUIAT 3T0. Haiitu undopmaruro
MHOTO JIET CITCTSI CMOKET JIF00OM - Kak U3 JOoOphIX MOOYXIEHUM, TaKk M C HaMEepeHUeM
OPUYUHUTH Bpel. ITO MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3alTUTE ITU(POBON peIyTaIuu:

1. IMogymaii, mpexxae yeM uTo-TO MyOJIMKOBaTh M MepenaBaTh y ceOs B Oiore wid B



COIIMAILHOM CETH;

2. B Hactpoiikax npoduis yCTaHOBH OTPaHUYCHHS HAa TPOCMOTP TBOETO MPOQHUIS U €ro
COJIEP’)KUMOT0, ClIeNai ero TOJIbKO "Isl Ipy3en';

3. He pa3memait u He yka3biBail HH(OpMAILIHIO, KOTOpas MOXKET KOro-1u00 OCKOpOIsaTh
WA OOMKATh.

ABTOpCKOE IPaBo

CoBpeMCHHBIE IIKOJHHUKKA - AaKTHBHBIC TIOJh30BATENId IU(GPOBOTO TMPOCTPAHCTBA.
OpnHako Janexko He BCE 3HAIOT, YTO IMOJb30BaHHE MHOTUMHU BO3MOXKHOCTSIMU LU(POBOro MHpa
TpeOyeT coO0ACHNS IPaB Ha HHTEIICKTYAIbHYIO COOCTBEHHOCTD.

TepmuH "WHTEIIEKTyaJlbHasi COOCTBEHHOCTH' OTHOCUTCS K pPa3jUYHBIM TBOPCHHUSIM
YeJI0OBEYEeCKOr0 yMa, HauWHasl C HOBBIX M300PETCHUN M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
HAa TMPOIYKTHl M YyCIAyrd, W 3aKaHyuBas KHHUramu, Qororpadusmu, KUHOPUIBMAMU U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE TpaBa - 3TO IPaBa HA HHTEIUIEKTYAIbHYI0 COOCTBEHHOCTb HAa MPOU3BEICHUS
HAyKH, JJUTEPATYPhl U UCKYCCTBA. ABTOPCKHE TMTpaBa BHICTYNAIOT B KAU€CTBE TAPAHTUU TOTO, YTO
MHTEJJICKTYaIbHBII/TBOPUECKUN TPYA aBTOpa He OyAeT HampacHbIM, JacT €My CIpaBeINBbIC
BO3MOKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOETO TPY/a, MOJY4YUTh U3BECTHOCTh U MPHU3HAHUE.
Huxkto 6e3 paspelnieHus aBTopa He MOXKET BOCIIPOU3BOIUTE €r0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOJUYHO JI€MOHCTPUPOBATh, MPOAABaTh, WUMIIOPTHUPOBATH, IMYCKAaTh B IMPOKAT, IyOIMYHO
UCIIOJTHSATH, IOKa3bIBATh/UCIIONHATH B Adupe Win pa3Meniath B UHTepHere.

Hcnonb3oBanue "muparckoro” mporpaMMHOr0 00€CTieueHUs MOKET IPUBECTH K MHOTUM
pUCKaM: OT TMOTEpHU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKHPOBKH TBOETO YCTPOMCTBA, TIe
YCTaHOBJICHA HelleralibHas nmporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JICTaIbHBIC
u OecIIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane

CereBnuok.p) - TBOW TIJaBHBI COBETYMK B CETHU. 3J€Ch Thl MOXELIb Yy3HATh O
0€30MacCHOCTH B CETH MOHSATHBIM U JIOCTYIHBIM $I3bIKOM, a NMPU BO3HUKHOBEHUH KPUTUYECKOU
CUTyallud OOpaTUThCS 3a COBETOM. A TaKXe MPUHATh y4acTHE B KOHKYpCax M CTaTh CaMbIM
1M (POBBIM TpakIaHUHOM !



